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Creating an OH|ID

If Trading Partners do not have an OH|ID, they will
need to create an account before continuing with EDI
login and MFA enrollment.

Please note: OH|[IDs are required by person and NOT by
Trading Partner. Each individual associated with the Trading
Partner should create their own OH[ID and register for MFA




Creating an OH|ID

Sign in to the EDI Application:

Navigate to the EDI Application and select “Sign In."

If you already have an OH|ID, please skip to Step #11

@ OHEDI Portal x +

€ (Y # editpp-sitohhealthinteractive.net:9444/EDIPartal/
b
. Department of - e
Ohlo Medicaid Trading Partner Management Application
& °
Welcome!
New Trading Partner Trading Partner Profile Admin Access
Enrollment
For new trading partners For existing trading partners For admin users enly
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https://editpp-qa.oh.healthinteractive.net/
https://editpp-qa.oh.healthinteractive.net/

Creating an OH|ID

Select Create Account

@ The EDI Application will now redirect you to the OH|ID login
page. From the login page, press the “Create Account” button.

& Language Transiation
& OH \ ID Log into OH|ID

One state. One Account. Your OH|ID.

Forgat OHID?
OH|ID is a secure way for Ohioans and =
. . . L
businesses to interact with multiple State
agencies and access a variety of programs Earget Pasgward?

and services, with a single user account. g
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Creating an OH|ID

Enter Email Address for Email Verification

@ You will need to enter your personal email address to continue
creating your account. A PIN will be sent to your email address,
and you will then have to enter that PIN to validate your email
address.

Create OH|ID Account Email Verification

IR o OHLID) BLCOUNE, O A SLER 8 [0 il phe State of Dhio ARency SySUEs Mone seourshy.

o Email Verification Yewul Nasied % SOt Ml S3diess b0 ereat a0 OHIDaCoo. Need 10 crbate onet Companss ssch as GOGEE

Mecroaofy, ADL. and Yahoo olfes tnee ernadl acoounts.
2 Personal lnfo Wi e 1 iyt el bl yos want 10 oo B0 yroud OHTED Socount. A ond-tinmaBitl wall B ¢ ibed 10
the el address you geovide bolow.

3 ) PickaUsername
Ermall Address Corifirm Bl Addreas

a Create Fassword |

[} Terrms & Conditions.
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Creating an OH|ID

Enter PIN from Email Address

@ After entering your email address, you will have a PIN emailed to
you. You should then enter the PIN on this screen and click
"Verify."

o W ey e

@ OH|ID

Create OH|ID Account Email Verification
Anermall with a eae-zime Pl was sem po eettermrmy=JaE emailonm,
a Email Verification
Esper Fid
2 Persanal info o |
1) Pickalsemame Hirvlagg Troude?
® Saarch yor sk mal and 1pam dsiter lor an emad from: DONGTREPUHEMErsHoemITaEonk. [ow
raabe Passwid = Wikt 3 minutrs and e yous emad ndo
Sl Having Trouble?
5 ) Account Recovery Nonat wnail prowhciee 1 Bkotty musrking thin ermail an s, whish i bicciing of delaying &
= Asd BOHOTEEPLY-Erderprisnidenisf Ohio gew o your contic il
[ Termns & Conditions & Ash yimr 1T aedersristralisd B deded Ford evrd] 2 mhar ke uracer it
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Creating an OH|ID

Input Personal Information

You will now need to enter your Legal First Name, Last Name,
and Date of Birth in MM/DD/YYYY format to continue. The last 4
of your SSN is an optional field.

o

@ OH|ID

Create OH|ID Account Personal Info
Legsi Fresx Harme LegaiiLa hurne

Q Ermadl Verificaticn

a Perzamal Infe

3} Fickalkemame

o MR
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Creating an OH|ID

Create Your Username

You will need to create a username for your OH|ID account. The
username must be between 6-64 characters, cannot start or end
with a special character, cannot contain only numbers, and may
only contain ._- or @ as special characters.

T T ==

@ OH|ID

Create OH|ID Account Pick a Username

Lsenae Reguitsents
Q Email Verifizaticn

o
& Cirtet ST il ey

a Persenal Infa # il COMLE AUl e
o Oaly._-or o other 4
——

a Fick a Username Usmame

4 | Creabe Passwoed
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Creating an OH|ID

Create Your Password

@ You must create and confirm your password here. Passwords
must be between 8-30 characters; must contain at least one
upper case letter, lower case letter, number, and special
character; and cannot contain your first name, last name,
username, or OH|ID.

Create OH|ID Account Create Password

Pugivnd REquremesn

Q Email Verifizaticn
a Personal Infa
a Pick & Username

Q) create Pasawara
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Creating an OH|ID

Enter Mobile Number for Account Recovery

A PIN will be sent to your mobile number and you will then have
to enter that PIN to validate your mobile phone.

- — ———
@OH|ID
Create OH|ID Account Account Recovery
Wesaf el [esterDar 2@ Ml 0om | 1 the min Wy you T rebet your Saisword. Adingg your motde fusber

SOOOAIRE EIALRES AL W RIWe 3 ey 00 eaCh 04l i 0 I0As BODE4S. I it #imal

Q Ermadl Verificaticn

Set up mobile/text message account recovery
a Personal Infa

o
Wi il P 3 PN 440 el seaae. Message ared dats ned 209 L Cenchiinns aed Fravey
a Pick & Username
Blobds Humbse
—

@ croate Passward b I

a Aocount Recover Y 1 CPUCRBUR O 0 S AT 800 AT 10 LI SECORR B TS DTt Yo £ )

[ Termns & Conditions
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Creating an OH|ID

Agree to the Terms and Conditions and Confirm You Are Not
a Robot

You will need to check the “I Agree” box under the Terms &
Conditions section and answer the “Confirm you are not a robot”
question. After answering the question and checking the box,
click “Verify” and then "Create Account.”

@OH|ID

Create OH|ID Account Terms & Conditions

a Email Werification
0 Perscnal Infa

a Pick a Userna e

Q Create Paivword

a ALCOUNE RECONEY

G Terms & Conditions

Canfirm you are not a robot

[Bare, chin, ankle, g an Sog how many bosy parcs in the Bsi?
W VERFE
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Creating an OH|ID

Receive an Account Creation Confirmation Email

You will receive an account creation email to the email registered
to your OH|ID account. Once you have received this email, you
should navigate back to this page and click the “log in to OH|ID”"
hyperlink.

@ Note: You must wait until this emalil is received to log in

Create OH|ID Account Check your Email

@ Email verification

IEP | o




Creating an OH|ID

Log in to OH|ID Account

@ After creating an OH|ID account, receiving the confirmation
email, and clicking the “log in to OH|ID" link, you will be
brought to this page to log in to your new OH|ID account
using the username and password you just set up.

OH ]ID Log into OH|ID

One state. One Account. Your OH|ID.

IEP | o
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Multifactor

Authentication
(MFA)

Setting up MFA Enrollment for the EDI Application



What is MFA?

Multifactor Authentication (MFA) is a security procedure that allows
Ohioans to verify that they are who they claim to be. This is done by
confirming additional identifying information from a secondary source.

EDI Web Application uses an adaptive risk assessment based MFA. If the
Risk levels are low, users need to provide MFA only once every 24 hours.
However, for higher risk levels, MFA will be required upon each login.

The implementation of MFA for use of EDI application is important due to
the nature of the private information transmitted through the application. It
helps keep Ohioans and their most sensitive information secure.

KEY TERMS AND ACRONYMS

N\ Electronic Data Interchange (EDI)
é The Ohio Department of Medicaid EDI application
facilitates the direct transmission of documents between
business partners.

allows users to access multiple state agency resources,
including EDI, through a single set of log in credentials
(OHID and Password).

Multifactor Authentication (MFA)

Multifactor Authentication (MFA) is a second form of
verification that the user logging in is who they claim they
are. There will be multiple options available, including SMS
text, phone call, email, and mobile app verification.

& Single Sign-On (SSO)
Single Sign On (SSO) refers to a sign on process which



MFA Registration Options
Overview

There are four options available for MFA Registration. Please register
for at least two MFA options.

=

SMS Text

Message Email
, A PIN will be sent to
An S'MS text with a PIN the user's email
W'lll be sent to the associated with the
user's phone number. O ——

Phone Call IBM Verify App

User is given the
option to authenticate
through PIN displayed

in app and an in-app
push button option.

An automated call will
be made to the user's
phone number.

Indicates recommended



MFA Registration Options

There are four options available for MFA Registration. Please register
for at least two MFA options. It is recommended to choose a
combination of phone-based and email options just in case you do

not have multiple cell phones or lose your phone.

Level of

Difficulty:

SMS Text
Message

An SMS text with a PIN
will be sent to the
user’s phone number.

LOW

The SMS verification option
sends the user a one-time
access code to their phone
via text message.

Users must select an active
mobile phone number.

For text message and
phone call verification to be
counted as separate
methods, users cannot use
the same phone number
for both options.

Email

A PIN will be sent to
the user’s email
associated with the
OHID account.

LOW

The Email verification
option sends the user an
email containing a one-
time verification code to
the email address they used
to set up MFA.

Users should use an active
email account they have
access to.



MFA Registration Options,
Cont'd

There are four options available for MFA Registration. Please register

for at least two MFA options. It is recommended to choose a
combination of phone-based and email options just in case you do
not have multiple cell phones or lose your phone.

Level of

C—

Phone Call

An automated call will
be made to the user's
phone number.

Difficulty: LOW

The Phone Call verification
option places an
automated phone call to
the user’s phone number.

Users must select an active
phone number.

For text message and
phone call verification to
be counted as separate
methods, users cannot use
the same phone number
for both options.

&

IBM Verify App

User is given the
option to authenticate
through PIN displayed
in app and an in-app

push button option.

MEDIUM

The IBM Verify
verification app will send
a push notification when
selected as the MFA
option.

The IBM Verify app is
free in both the Google
Play and Apple App
stores.



MFA Enroliment

After logging in to your OH|ID account, if you do not have at least 2
MFA options enrolled, you will be prompted to enroll in MFA. Please
follow the steps outlined within for how to set up enroliment via:

SMS Text Message

Email

Phone Call

The IBM Verify App.

@ OH|ID

Welcome to multi-factor authentication enrollment

Choose the verification method or device that you want to add.
0 of 2 required methods set up

IBM Security Verify app

L . . . . Add Devi
Verify with a simple tap on your i0OS or Android device Re

with the IBM Security Verify app.

Text message

§ : New number
The one-time access code to sent to your phone via SMS.

Email

: : New email
The one-time access code to sent to your email address.

Phone call

: 2 New number
One-time access code sent via phone call. Standard

voice rates apply.

‘ Ohio
Platform



BACK

MFA Enrollment:
SMS Text Message

Setting up MFA Enrollment using SMS Text Message

Note: In order for text message and phone call to
count as separate verification methods, you must use
a different phone number for each method.



MFA Enrollment:
SMS Text Message

Enter Your Phone Number

After selecting “New number” on the initial MFA Enroliment
page, you will need to enter your phone number and press
“Send me a code.”

®OH|ID

Multi-factor authentication enrollment: Text Message

Enter your phone number

This phone number is used for 2-step verification. A one-time PIN will be sent to this number
via text (SMS).

Please note, for Text Message (SMS) and Phone Call to count as two different methods, do not
enter the same phone number for both. Losing that device would cause you to lose access to

your OH|ID account.

United States +1 v

Phone number with area code

\rmo jate
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MFA Enrollment:
SMS Text Message

Enter Your Passcode

@ After selecting “"Send me a code” you will receive a text message
with a two-part code. Enter the portion after the hyphen into the
text box on screen and press “Submit.”

®OH|ID

One-Time Password Submission
Enter the one-time password (OTP) that is sent to +17035019190. a

Time remaining: 04:53
5699- |
Use another method Resend OTP

Innovate
Ohio
Platform




MFA Enrollment:
SMS Text Message

Complete Enrollment

If you have successfully entered the passcode, you will be met
with the following screen. From here you can select “Add
Additional Methods" if you need another MFA option or “Done”
if you are finished enrolling. Pressing “Done” will redirect you to
the EDI Application.

®OH|ID

Enrollment successful

Phone number was added
1 of 2 required methods set up

+17035019190
You can manage your verification methods and devices from Security settings. |

Add additional methods

\rmo jate
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MFA Enrollment:
Emalil

Setting up MFA Enrollment using your Email Address



MFA Enroliment:
Email

Enter Your Email Address

@ After selecting “New email” on the initial MFA Enrollment page,
enter your email address in the text box provided and press

“Send me a code”

® OH|ID

Multi-factor authentication enrollment: Email

Enter your email address

This email address is used for 2-step verification. A one-time PIN will be sent to the email you

enter below. 0

Email address

Innovate

Platform




MFA Enroliment:
Email

Enter Your Passcode

After selecting “Send me a code” you will receive an email with a
two-part code. Enter the portion after the hyphen into the text
box on screen and press “Submit.”

Note: Check your spam/junk mail if there is a delay in receiving
a code.

@ OH|ID

One-Time Password Submission
Enter the one-time password (OTP) that is sent to editester2022@gmail.com.

Time remaining: 04:56 Q

5910-
Use another method Resend OTP

\rmo jate
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MFA Enroliment:
Email

Complete Enrollment

If you have successfully entered the passcode, you will be met
with the following screen. From here you can select “Add
Additional Methods" if you need another MFA option or “Done”
if you are finished enrolling. Pressing “Done” will redirect you to
the EDI Application.

®OH|ID

Enrollment successful

Phone number was added
1 of 2 required methods set up

+17035019190
You can manage your verification methods and devices from Security settings. |

Add additional methods

\rmo jate
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MFA Enrollment:
Phone Call

Setting up MFA Enrollment using a Phone Call

Note: In order for text message and phone call to
count as separate verification methods, you must use
a different phone number for each method.



MFA Enroliment:
Phone Call

Enter Your Phone Number

@ After selecting “New number” on the initial MFA Enroliment
page, the user will need to enter their phone number and press

“Call me.”

& OH|ID

Multi-factor authentication enrollment: Voice Call

Enter your phone number

This phone number will receive a one-time voice call with an access code.

Please note, for Text Message (SMS) and Phone Call to count as two different methods, do not
enter the same phone number for both. Losing that device would cause you to lose access to

your OH|ID account.

United States +1 v

Phone number with area code

Use another method

\rmo jate
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MFA Enroliment:
Phone Call

Enter Your Passcode

After selecting “Call me” you will receive an automated phone
call with a passcode. Enter the passcode into text box on screen
and press “Submit.”

& OH|ID

One-Time Password Submission

Enter the one-time password (OTP) that is sent to +17035019190. Q
Time remaining: 04:55

1444- |

Use another method Resend OTP
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MFA Enroliment:
Phone Call

Complete Enrollment

If you have successfully entered the passcode, you will be met
with the following screen. From here you can select “Add
Additional Methods" if you need another MFA option or “Done”
if you are finished enrolling. Pressing “Done” will redirect you to
the EDI Application.

®OH|ID

Enrollment successful

Phone number was added
1 of 2 required methods set up

+17035019190
You can manage your verification methods and devices from Security settings. |

Add additional methods
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MFA Enrollment:
IBM Verity App

Setting up MFA Enrollment Using the IBM Verify App



MFA Enrollment:
IBM Verify App

Download IBM Security Verify App

After selecting "Add Device” on the initial MFA enrollment page,
you will download the IBM Verify App to your device and press
“Connect Your Account”

® OH|ID

Enroll with IBM Security Verify

Download the app

tn

Follow these instructions or if IBM Security Verify is downloaded on your device, click "Connec

your account".

1. Launch the App Store (i0S) or Google Play Store (Android) app.
Search for “IBM Security Verify"

3. Tap “Get” and “Install” to download the app.

Use another method Connect your account

Platform

™




MFA Enrollment:
IBM Verify App

Verify your device

After pressing “Connect your account” you will be met with the
following screen and will need to access the IBM Verify app on
your device to continue with registration.

& OH|ID

Enroll with IBM Security Verify

Connect your account

Next, connect the app to your account. On your mobile device: 9
1. Launch the authenticator app.
2. Scanthe QR code by using your device's camera.
3. Finally, follow the on-screen prompts and complete the registration process.

Use another method

Platform




MFA Enrollment:
IBM Verify App

@ Scan the QR Code @ Approve the
using the IBM app by connection after
opening the App’s scanning the QR code.
Camera.

@ IBM Security Verify Connect an account

Multifactor authentication (MFA) accounts A“_OW con neCt|On tO

ohid-stg.verify.ohio.gov

X Approve

Ohio
Platform




MFA Enrollment:
IBM Verify App

@ Choose Biometrics Your account is now
preference. This has linked, press “Done”
no bearing on linking

the account to MFA.

@

Biometrics disabled

OHIID - STG uses biometrics to verify your
identity. Enable through your

You're done!

You can now use this app with your OH|ID - STG

account to verify your identity.

Use biometrics

Ohio
Platform




MFA Enroliment:
IBM Verify App

Complete device verification

Select “Verify your device” to continue with IBM Verify
Enroliment.

Enroll with IBM Security Vciuy

Connect your account

Next, connect the app to your account. On your mobile device:
1. Launch the authenticator app.
2. Scan the QR code by using your device's camera.
3. Finally, follow the on-screen prompts and c;

Use another method Verify your device

I
'
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MFA Enrollment:
IBM Verify App

Complete Authentication Challenge

You will now receive an “authentication challenge” to the IBM
Verify app. Tocomplete this, open the app, click the challenge,
and approve the connection.

Note: The IBM Verify App does not allow screenshots for this
step.

® OH|ID

You have a pending authentication challenge on device Pixel 6 (Pixel 6)
Transaction: #ef76097e

Use another method

Ohio.gov
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MFA Enrollment:
IBM Verify App

Complete Enrollment

After successfully completing the authentication challenge, you
will be met with the following screen. From here you can select
"Add Additional Methods" if you need another MFA option or
“Done” if you are finished enrolling. Pressing “Done” will redirect
you to the EDI Application.

& OH|ID

Enrollment successful
IBM Security Verify authentication was added

You can manage your verification methods and devices from Security settings.

Add additional methods i’
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MFA FAQs

&P

Question: My Multifactor Authentication (MFA) failed. Why
did this happen?

Answer: If the MFA method you have chosen failed, you can
select from the other options available. There are 4 total
options to complete MFA.

Question: Do | need any additional apps to log into EDI?

Answer: You can use the IBM Verify App to complete MFA but
will still have the option for SMS Phone Call, and Email to
complete MFA.

Question: | have added text and phone call as my MFA
options, why does the system tell me I still need a second
method?

Answer: For text message and phone call to count as separate
forms of MFA you must use a different phone number for each
method. If you do not have two numbers, you will need to
enroll in either Email or IBM Verify as your second MFA option.

Question: | am using Email for MFA and have not received a
code, what do | do?

Answer: Check your spam folder if you are not receiving the
passcode directly to your inbox. If this does not work, attempt
to use a separate MFA option.

[nnovate
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